Recipe 11 - Configuration Guide for Setting up HP Select Access 5.2 as an AA
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1  Setup

1.1 Terms and Introduction

The SAML 1.0 is one of the adopted schemes within the E-Authentication architectural framework. This guide
should help you setup SAML 1.0 and HP Select Access 5.2 as an Agency Application (AA). The HP Select
Access setup screens are the same, whether setting up an AA or a CS. In section 2, each type of setup is
outlined separately. After reviewing the terms, configure your scheme to handle SAML 1.0, starting at the main
screen shown in Figure 11-1.

Term Definition

Agency Application An online service provided by a government agency that requires an end user to be

(AA) authenticated.

Credential Service A service of a CSP that provides credentials to subscribers for use in electronic

(CS) transactions. If a CSP offers more than one type of credential, then each one is
considered a separate CS.

Credential Service An organization that offers one or more CSs. Sometimes known as an Electronic

Provider (CSP) Credential Provider (ECP).

Project Management The PMO is the organization that handles E-Authentication program management,

Office (PMO) administration, and operations.




1.2 Using the Setup Tool
To open the setup tool, go to the HP directory under the Program Files folder; click on the Setup Tool.

HP OpenYiew Select Access Setup - SAML Server

If you wish to configure the SAML Server,

click the button helow:

Configure... |

Frevious

Figure 11-1: Start Setup Tool

Use the setup tool to configure a SAML server. The setup program is the same whether you are setting up a CS
or an AA. After the initial setup, do not attempt to use the setup tool again. Instead, use SAML partner
properties (See section 2.0 for details) to access properties.

Select Access Setup - Contact the Administration Server x|

Select Access Setup - Contact the Administration Server

[T I

Select Access must contact the Administration Server to faci
process. Please enter Administration Server information be Name of the

computer you are

rAdministration Server Connection Parameters

using
Host: m e
Part pase
URL Path:  fadmin
Login name: Iadmin
Password: | <— Enter password

Cancel Help | Setto default |

Figure 11-2: Select Access Setup
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SAML Server Setup - ID

SAML Server Setup - 1D

The SAML Server 1D allows you to identify the SAML Server in the Policy Builder.
You can enter any string that uniquely identifies the SAML Server in your Select

Access installation.

D

|senter1 .interop1.eauth.enspier.net SAML Server R

\

Choose a name

Cancel Setto default Previous |

Figure 11-3: Define SAML Server ID

SAML ServerSetup - General il

SAML ServerSetup - General

tFr;lea;assel_enn'e“tr bﬁ_lor\:-rtahe hnstnarr:lel.u? wr;ichpyou.\;illﬂt:e;usnfingthis specify the fu"y
e artwhich the sererwill listen to. Pravide the server e A
S . e ; qualified domain
which this server will use for establishing all connections.

name for the host

&

Host: |server1 interopt.eauth.enspiar.net

Check this box if SSLPort (3985

you are setting up
a Credential
Service (CS)

Selectthe location ofthe S5L Server Certificate {pkes12 format):
I Browse... J

SEL Server Certificate Password:

Check this box if [ This server will transfer users to known SAML single sign-on - Browse to select
ou are setting u our certification

y A gup _E_Fhis server will accept users transferred from configured SA ¥.I

an .genf:y sign-on partner(s) e

Application (AA)

See below for
information on
pkcs12

Cancel | Help | Setto default | Frevious ||:

Figure 11-4: General Server Setup

PKCS12 files combine private and public key certificates. The PKCS12 file is protected by a password, which
you will provide when you create your PKCS12 file.



2  Authenticating Users from a Credential Service

As an AA that seeks to authenticate users utilizing a certain CS, you must create an authentication server that
HP will use to authenticate users. Before you can add a CS, you must create a new group to store user
credentials. HP uses a policy matrix to create groups. The following pages will help you use policy matrix,
opening a door to HP’s user directory.

2.1  Use policy builder to add a group of users from a CS to your AA

First open Policy Builder; go to the Program files folder and open the HP directory. Click on the open view
folder, then click on Select Access, then click on Policy Builder.

Disconnect | Options | Clipboard | Send Cirl-Al-Del
@ HP Open¥iew Select Access Policy Builder - |EI|1|
File Edit Yiew Tools Audit Help
B & XIE R
=
. X
o
g @ F: Group Information | Group Membershin | Directory Information
w o [
POLICY El 3. 289 . .
ADMINISTRATION E E § E § E Q Enter infarmation about the graup.
g == 2 % LSRR}
B E B g | *Group Mame: |osp123|
BE5H Decuint 1
escription
820 ption. |
Resources Tree | =
3 =
€ Netwark Xl |v|v]v]vi:
**ou must enter information in these fields.
Advanced (8114 Cancel Help
Kl 2l _>l_I
(5[]

Figure 11-5: Create new CS group

Right click on the folder where you want to store your new group file. Create a new group inside of your known
users, where people from you CS will be stored.



2.2 Use Policy Builder to Modify SAML Configuration

After establishing an authentication server, you must configure the SAML partnership for a CS within the
authentication server. Use Policy Builder to modify SAML component configuration. To open, go to the
Program files folder and open the HP directory. Click on the open view folder, then click on Select Access, then
click on Policy Builder. Click on Tools, and then select Component Configuration.

@ HP OpenYiew Select Access Paolicy Builder O

File Edit View lmﬂ Audit Help

@ | @ o | = Authentication Servers
[~ UserLocation Configuration
User Raoles
Activate Directary Aftributes
POLIC
ADMINISTE Configure Delegated Administration

Folicy Data Signature »

Discaver Metwark Services
Terminate Metwark Discaveny
Resourc  Resource Discovery Pluging

Rule Builder
Caonfigure Palicy Pluging
Clear¥alidator Cache(s)

€ Network

[ Alaal

Figure 11-6: Working with Policy Builder



A component configuration window will open, as shown in Figure 11-7 below. To view assertion properties,

right click on a SAML server file, choose Properties.

Disconnect | options | Gippoard | Send cii-apel |

@ HP Dpen¥iew Select Access Policy Builder ]
File Edit iew lmu Audit Help
i
Iﬁ | @ E | é“ éuthentlcat @HP OpenYiew Select Access Component Configuration ;Iglﬂ
— JserlLocal pie Eoit View Options Help A
User Roles ) [ |
Activate Dir X
FPassword I.° Compents
T C7 Enforcer Pluging
L0mMpo £ Palicy validators
ADMINISTE  configure ED SAML Servers
Policy Dat . N Properties..
Discover M Refresh Configuration
Terminate [ Delete
Resourc. Resource [ .
& \anaceme Rule Builde -
< network Configure F
ClearYalid
=] ]
|
1 A 1 |

Figure 11-7: Navigating to Component Configuration



2.3 Add a SAML Authentication Server

From the HP OpenView Select Access Component Configuration window, open the properties.

Disconnect | Options | Clipboard | send ctri-atpel |

@ HP Dpen¥iew Select Access Policy Builder =1a]x
File  Edit Wiew lma Audit Help
ﬁ | @ E | ri’ Authenticat @HP OpenY¥iew Select Access Component Configuration ;Iﬂlﬂ
—  Meerlocal pip ot view oOptions  Help =
UserRoles ™ |
Activate Dir ><
Components
Pasgword |
= [ Enfarcer Pluging
POLICet [C7 Policy validators
ADMINISTE  Configure =12 SAML Servers
Policy Dat B Propeties
Discover M Refiesh Configuration
Terrminate | Delete
Resourc  Resource [ =
§ Managermes  Rule Builde =
€ Hetwork Configure F
Clear ¥alid
=] ]
' il Il |

Figure 11-8: Navigate to Properties



After you click on Properties, the window shown in Figure 11-9 will open.

Dwsconnectl Options | Clighoard | Send Ctrl-Alt-Del |

@ HP OpenYiew Select Access Policy Builder

i [w]
File Edit View Tools Audit Help
ﬁ | @ o | = | ’-d’ | E E Editing SAML Server 'serverLinteropl.eauth.enspier.net:5AML £ x| _Inlﬂl
File Ec ID | General S50 from pariners | 55010 panned\ | 5
User transfers are only accepted from partners that have a unique i%anﬂ\- |
other propetties defined below. Enterthe values for these parameters é8actly as SSO to partners
POLICY your partners have defined them. Tab IiStS Of
GRDI] EPENU (O] o— Credential Services
artner Name
Cs
poral.eauth.enspier.net ( )
serverZ.interopl |
Resources Tree Serverdinterap \ ) | |
@ Vananement Serversinteropd SN List of current =
=y Metwork partners
T3 http Server3interapt
-] hittps Serverfinterapt
=29 servert interop.es
sarnl_in
saml_out
E o
/ Add | Froperties |
é 0K | Cancel | Help |
To add a new partner,
click on Add
-
4] | K »

Figure 11-9: Editing the SAML server



After you click on Add (See Figure 11-9), the New SAML Authentication Server window will display. Enter a
name, and then click on Next.

Disconnect | Options | Clinhoard | Send Ctri-Aft-Del |

@ HP Dpen¥iew Select Access Policy Builder

File Edit Y“iew Tools Audit Help

L B =l

New SAML Authentication Server

Configure a new Select Access SAML Authentication Server for this partner

POLICY

Enter the name far the new SAML authentication senver:
ADMINISTRATION

IAuth server for eAuth portal users

Resources Tree

§ Managerment
=€ MNetwork
7 hitp
-1 hittps
=28 servert interopi.i
sarnl_in
saml_out %
=] on

Cancel Help Mext

After you click Next, the
SAML Partner Properties
window will display as
shown in Figure 11-11

Figure 11-10: Naming new SAML authentication server



Next, enter the partner name. Partner source ID can be obtained from the CS.

Disconnect | options | Giippoard | Send cri-apel |
@ HP Open¥iew Select Access Policy Builder - |E||_X
File Edit View Tools Audit Help
) ) o =] '
ﬁ | @ E | fir’ ./z" | |7§‘ SAML Partner Properties ll
Aftribute Namesbaces | CA Certificate | Directory Server
SAML Partner Properties | Security Damains
POLICY
ADMINISTRATION Configure the following fields using the data that your partner has shared with you.
Partner Name: Ipuna\.eauth.enspier.net
fesourcesiiice Fartner's Source 1D: Ipm‘la\.eauth.enspier.net =
§ Ianagement [% |
=€ Network Partners SaML URL: Ihtlps:ﬂponal.eauth enspier.net443ireceivar
" hitp
=] hitps lssuer; Ipuna\.eauth.enspier.net
- zervert interopt .
saml_in
saml_out
=]
Cancel Help Previous
|
T 2l s
[ nleal

Figure 11-11: SAML partner properties tab
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D\sconnectl Cptions | Cliphoard | Send Ctrl-Alt-Del

@ HP Open¥iew Select Access Policy Builder - |E||_
File Edit ¥iew Tools Audit Help

FeE =)

POLICY
ADMINISTRATION

Resources Tree

§ anagement
=€ Metwork
7 hitp
=] https
-2 genvert interapt .
sarnl_in
sarnl_out

Ix -

SAML Partner Properties

SAML Partner Proneties | Security Domains
Aftribute Namespaces CA Certificate I Directory Server

An aftribute namespace is one kind of Universal Resource ldentifier. The namespace
gualifies atiributes in SAML assertion. Lists among partners must maich.

Aftribute Namespaces

portal.eauth

NameQualifier is
sent by CS

add | Deete | H

Cancel Help Previous | Finish I

Figure 11-12: Attribute namespace tab
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Disconnect | options | Clipoard | Send Ctr-AltDel

@ HP Open¥iew Select Access Policy Builder - |EI|_X
File Edit ‘“iew Tools Audit Help

. | A= | = | 0 | Sl sAML Partner Properties x|
SAML Partner Properties | Security Domains
Aftribute Mamespaces CA Certificate Directory Server
POLICY
ADMINISTRATION
Your Select Access SAML Server uses a CA Certificate to verify the client certificate vour
parther sends when first initiating a connection. Paste the pem or cer farmatted CA
certificate provided by your parner into the corresponding window, which will be used to verify
your partner's client certificate
Resources Tree LA NPT FOUTTILY TIL U 4 002 DU T S PEL T RANG WL LT L e EW S Y LB NIB S 2 A T U E AI _v
@ Vanaoement CEMURGIZAH Y 2 0o 2y 028 5w isWExEZARBoNYBACTCldhe 2hpbrmd Db 2 4xkDam o =
= € Netwark BB TH O iy vheg U 2ved mliZ3M g SRS pe 3RV R 2 4xzah BghyBAS T Paste in CA cert
hitty GRVBAXRoZWE0aWNhdGIvhiBJbmI0aWF 0aXZIMS 4w LAYDVOQDEYW I hnR e i
= g ht‘[ES YiIBMZZIhCAYIFRFLU QsIERPIESPVCBSR I ggEAMAWGAT UdEwQF MAMBAfSWDCY.) from XML Soap
=28 servert.interopt . KoZlhweNAQEEBGAD gYEAaXS eInPYkh 1 Utvb D c TMRhaE7Lpv0 e SDOYIHIOBCHEVA Responder of CS
saml_in JELY99iP 4k cHHEMagitERF U1 qTZ0237 dpbxuhe I MZT1BOnmmkTSEIplm 21plGOm
g duAStOfmGWRWHYLaZnOMaHES S MugThIGEYEUmMO++CFRMAgkikK+gasPad 2Q00=
----- EMD CERTIFICATE----- A

Cancel Help Frevious | Finish I

[oTesl

Figure 11-13: CA Certificate tab
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Disconnect | Options | Clishoard | Send ctr-at-el

Q Ianagement

B Metwork
7 hitp
=] hitps
-2 servert.interopt 4
saml_in
saml_out

Delete SAML users after: |1 oogn minutes

Cancel

Help Previous | Finish I

Y |

@ HP Open¥iew Select Access Policy Builder = EII_X
File Edit ¥iew Tools Audit Help
) ) ) ) =] i
ﬁ | @ o | = SAML Partner Properties x|
R
SAML Partner Properties Securitr Domains
Attribute Namespaces | CA Certificate Diré%tury Server
POLICY
L0 U B R E L) Define a user data location where transient SAML user data will be stored
Specify location in LDAP to store all user information received from this parner: N B
avigate to
Resources Tree IJsers,nu:BAML Transfers,ou=GSA, de=interop,de=eauth, de=enspier,de=net Browse.. the Igcation J

where you'll
save:

e Incoming
assertions
and

* Parsed-out
attributes

[ nTesl

Figure 11-14: Directory server tab

Click on Finish when you are done inspecting and editing these tabs.
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24 Enable the Authentication Server

Modify Select ID properties in order to allocate the desired resources in the resource tree. Use Policy Builder to
enable the authentication server. To open, go to the Program files folder and open the HP directory. Click on the
open view folder, then click on Select Access, then click on Policy Builder.

Disconnect| Options | Clipboard | Send

ctr-aiDs! |

@ HP Open¥iew Select Access Policy Builder = IEII_X
File Edit %iew Tools Audit Help
%= XIE R
B
POLICY : T g
ADMINISTRATION 3 2 8 ) )
= < HE Right click on the Network
£E and choose
ao SelectID Properties
Resources Tree i
ETT— Enable SelectID
Disable SelectlD
[ritietit Selectm /
SelectlD Properties
k
< K o
[oleal

Figure 11-15: Open SelectID Properties

14



After you choose SelectID Properties, the Authentication Properties window will open, as shown in Figure 11-

16. Use SelectID properties to allow users from this CS access to resources within the resource tree.

Disconnect | Options | Clipboard | Send Cirl-Al-Del

x|

Authenticaticis Properties:

entication | Persanalization

POLICY
ADMINISTRATION

Users Tree

Add the Authentication Server you wantto use.

To access SelectID

Resources Tree i =
Serverz-interopt BAML /
’ server
= ° N etwinrk serverd interop1 SAML
= nitp . Serverdinteropt SAML
=B server! interapl.eautl
- hitps servers.interopi SAML
=B servert intarapt .eautl Serverginterap Sanl
=] _in i
sAMI_out
Z)/Eam_respongér
SAML | N | st | oemste |
Edit Authentication Servers
Create or modify an Authentication Server. Servers...

@ HP DpenYiew Select Access Policy Builder == x|
File Edit Mew Tools Audit Help Expand to display
2 =& KB 3

= |

__ _ Click on Add to
Authentication Server Authentication Method include a new
Authentication

|
=]

Properties, right click ok | cancel | Hew |

on i
4| | s Llll
(8 [9]

Figure 11-16: Authentication Properties
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